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DETAILED ACTION 
EXAMINER'S AMENDMENT 

1 . An examiner's amendment to the record appears below. Should the changes and/or additions be 
unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312. To ensure 
consideration of such an amendment, it MUST be submitted no later than the payment of the issue fee. 
Authorization for this examiner's amendment was given in a telephone interview with Mr. Fraser D. 
Rowand Reg. No.: 53,870 on 7/12/2006. 

The application has been amended as follows: 



In The Claim(s): 



1 . (Amended) In an access update module, a method of automatically configuring an access 
control point, the access control point allowing or blocking transmissions between remote network 
resources and an a new application on a user device based upon access rules, the method 
comprising the steps of: 

downloading the new application for installation on the user device, wherein the new 
application is configured to access the remote network resources during operation: 

installing the new application on the user device: 

receiving and reading access control information associated with the application; and 

setting the access control rules based upon said access control information in order to 
permit communications between the new application and the remote network 
resources. 

wherein the user device comprises a mobile device and wherein the access control point 
comprises a device access control point located at said mobile device, and said access 
control rules comprise device access rules, and wherein said step of setting includes 
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setting said device access rules based upon said access control information . 

2. (Cancelled) 

3. (Currently amended) In an access update module, a method of automatically configuring an 
access control point, the access control point allowing or blocking transmissions between remote 
network resources and an new application on a user device based upon access rules, the method 
comprising the steps of: 

downloading the new application for installation on the user device, wherein the new 
application is configured to access the remote network resources during operation: 

installing the new application on the user device: 

receiving and reading access control information associated with the application: and 

setting the access control rules based upon said access control information in order to 
permit communications between the new application and the remote network 
resources. 

Th e m e thod claim e d i n claim 1 , wherein the user device comprises a mobile device and 
wherein the access control point comprises a server access control point located at a 
wireless connector system associated with said mobile device, and the access control 
rules comprise server access control rules, and said step of setting includes setting said 
server access control rules based upon said access control information. 

4. (Amended) The method claimed in claim 1 , furth e r i nclud i ng wherein said step of 
downloading comprises downloading an application file to the user device, wh e r e in said 
app l icat i on fil e insta ll th e application upon th e us e r d e v i c e , and wherein said step of setting the 
access control rules is performed after installation of the application. 

5. (Original) The method claimed in claim 4, wherein said access control information is 
embedded within said application file. 
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6. (Amended) The method claimed in claim 4, wherein said access control information is stored 
within a descriptor file associated with said application file, and wherein said step of receiving and 
reading comprises downloading said descriptor file . 

7. (Original) The method claimed in claim 6, wherein the application comprises a Java- 
implemented application, and wherein said descriptor file is a Java Descriptor File. 

8. (Cancelled) 

9. (Amended) The method claimed in claim 1 , wherein said access control information includes 
an identifier corresponding to the remote network resources. 

10. (Amended) A computer program product having a computer-readable medium tangibly 
embodying computer executable instructions for automatically configuring an access control 
point, the access control point allowing or blocking transmissions between remote network 
resources and aft a new application on a user device based upon access rules, wherein the 
automatic configuration of the access point occurs in connection with downloading and installing 
the new application on the user device, and wherein the new application is configured to access 
the remote network resources during operation, the computer executable instructions creating an 
access update module and i ncluding comprising: 

computer executable instructions for receiving and reading access control information 
associated with the application; and 

computer executable instructions for setting the access control rules based upon said 
access control information in order to permit communications between the new 
application and the remote network resources, 

wherein the user device comprises a mobile device and wherein the access control point 
comprises a device access control point located at said mobile device, and said access 
control rules comprise device access rules, and wherein said computer executable 
instructions for setting include computer executable instructions for setting said device 



Application/Control Number: 10/786,031 
Art Unit: 2617 



Page 5 



access rules based upon said access control information . 

11. (Cancelled) 

12. (Amended) A computer program product having a computer-readable medium tangibly 
embodying computer executable instructions for automatically configuring an access control 
point, the access control point allowing or blocking transmissions between remote network 
resources and a new application on a user device based upon access rules, wherein the 
automatic configuration of the access point occurs in connection with downloading and installing 
the new application on the user device, and wherein the new application is configured to access 
the remote network resources during operation, the computer executable instructions creating an 
access update module comprising: 

computer executable instructions for receiving and reading access control information 
associated with the application: and 

computer executable instructions for setting the access control rules based upon said 
access control information in order to permit communications between the new 
application and the remote network resources. 

Th e comput e r program product c l aimed i n cl a im 10, wherein the user device comprises 
a mobile device and wherein the access control point comprises a server access control 
point located at a wireless connector system associated with said mobile device, and the 
access control rules comprise server access control rules, and said computer executable 
instructions for setting include computer executable instructions for setting said server 
access control rules based upon said access control information. 

13. (Amended) The computer program product claimed in claim 10, furth e r i nclud i ng comput e r 
e x e cut a b le instructions for downlo a ding an app l ication fi le to th e us e r dev i c e wherein the 
downloading of the new application includes downloading an application file, wherein said 
application file installs the application upon the user device, and wherein said computer 
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executable instructions for setting the access control rules execute after installation of the 
application. 

14. (Original) The computer program product claimed in claim 13, wherein said access control 
information is embedded within said application file. 

15. (Original) The computer program product claimed in claim 13, wherein said access control 
information is stored within a descriptor file associated with said application file. 

16. (Original) The computer program product claimed in claim 15, wherein the application 
comprises a Java-implemented application, and wherein said descriptor file is a Java Descriptor 
File. 

17. (Amended) The computer program product claimed in claim 13, furth e r includ i ng comput e r 
e x e cutabl e i nstruct i ons w i thin .wherein the application file comprises computer-executable 
instructions for installing the access update module on the mobile device. 

18. (Amended) The computer program product claimed in claim 10, wherein said access control 
information includes an identifier corresponding to a said remote network resources. 

19. (New) The method claimed in claim 3, wherein said step of downloading comprises 
downloading an application file to the user device, and wherein said step of setting the access 
control rules is performed after installation of the application. 

20. (New) The method claimed in claim 19, wherein said access control information is embedded 
within said application file. 

21 . (New) The method claimed in claim 19, wherein said access control information is stored 
within a descriptor file associated with said application file, and wherein said step of receiving and 
reading comprises downloading said descriptor file. 

22. (New) The method claimed in claim 21, wherein the application comprises a Java- 
implemented application, and wherein said descriptor file is a Java Descriptor File. 
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23. (New) The method claimed in claim 3, wherein said access control information includes an 
identifier corresponding to the remote network resources. 

24. (New) The computer program product claimed in claim 12, wherein the downloading of the 
new application includes downloading an application file, wherein said application file installs the 
application upon the user device, and wherein said computer executable instructions for setting 
the access control rules execute after installation of the application. 

25. (New) The computer program product claimed in claim 24, wherein said access control 
information is embedded within said application file. 

26. (New) The computer program product claimed in claim 24, wherein said access control 
information is stored within a descriptor file associated with said application file. 

27. (New) The computer program product claimed in claim 26, wherein the application comprises 
a Java-implemented application, and wherein said descriptor file is a Java Descriptor File. 

28. (New) The computer program product claimed in claim 24, wherein the application file 
comprises computer-executable instructions for installing the access update module on the 
mobile device. 

29. (New) The computer program product claimed in claim 12, wherein said access control 
information includes an identifier corresponding to said remote network resources. 

Allowable Subject Matter 

2. In view of the Amended claims as discussed above in item 1, Claims 1, 3-7, 9-10 and 12-29 are 
allowed. 

The following is an examiner's statement of reasons for allowance: 1 , 3-7, 9-10 and 12-29. 

With respect to claim 1 , the prior art of record fails to disclose singly or in combination or render 
obvious that the new application is configured to access the remote network resources during operation; 
installing the new application on the user device; receiving and reading access control information 
associated with the application; and setting the access control rules based upon the access control 
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information in order to permit communications between the new application and the remote network 
resources, wherein the user device comprises a mobile device and wherein the access control point 
comprises a device access control point located at the mobile device, and the access control rules 
comprise device access rules, and wherein said step of setting includes setting said device access rules 
based upon said access control information. 

With respect to claim 3, the prior art of record fails to disclose singly or in combination or render 
obvious that the new application is configured to access the remote network resources during operation; 
installing the new application on the user device; receiving and reading access control information 
associated with the application; and setting the access control rules based upon said access control 
information in order to permit communications between the new application and the remote network 
resources, wherein the user device comprises a mobile device and wherein the access control point 
comprises a server access control point located at a wireless connector system associated with the 
mobile device, and the access control rules comprise server access control rules, and the step of setting 
includes setting the server access control rules based upon the access control information. 

With respect to claim 10, the prior art of record fails to disclose singly or in combination or render 
obvious that the computer executable instructions creating an access update module comprising: 
computer executable instructions for receiving and reading access control information associated with the 
application; and computer executable instructions for setting the access control rules based upon the 
access control information in order to permit communications between the new application and the 
remote network resources, wherein the user device comprises a mobile device and wherein the access 
control point comprises a device access control point located at the mobile device, and the access control 
rules comprise device access rules, and wherein said computer executable instructions for setting include 
computer executable instructions for setting the device access rules based upon the access control 
information. 

With respect to claim 12, the prior art of record fails to disclose singly or in combination or render 
obvious that the computer executable instructions creating an access update module comprising: 
computer executable instructions for receiving and reading access control information associated with the 
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application; and computer executable instructions for setting the access control rules based upon the 
access control information in order to permit communications between the new application and the 
remote network resources, wherein the user device comprises a mobile device and wherein the access 
control point comprises a server access control point located at a wireless connector system associated 
with the mobile device, and the access control rules comprise server access control rules, and the 
computer executable instructions for setting include computer executable instructions for setting the 
server access control rules based upon the access control information. 

Any comments considered necessary by applicant must be submitted no later than the payment 
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such 
submissions should be clearly labeled "Comments on Statement of Reasons for Allowance." 



Any inquiry concerning this communication or earlier communication from the examiner should be 
directed to Kamran Afshar whose telephone number is (571) 272-7796. The examiner can be reached on 
Monday-Friday. 

If attempts to reach the examiner by the telephone are unsuccessful, the examiner's supervisor, 
Feild, Joseph can be reached @ (571) 272-4090. The fax number for the organization where this 
application or proceeding is assigned is 571-273-8300 for all communications. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 



Conclusion 



at 866-21 7-91 97 (toll-free). 





